ST GILES’, ICKENHAM
GENERAL PRIVACY NOTICE

GDPR – what is it?
The General Data Protection Regulation 2016/679 (the “GDPR”) comes into force across the EU on 25 May 2018 and, in the UK, replaces the Data Protection Act 1998. The UK is expected to bring in laws to keep most or all of GDPR in place even if it leaves the EU in 2019. 

Broadly speaking, GDPR is intended to give people more control over how their data are collected, held and used. It also places greater responsibility on “data controllers” (who are the persons who determine why and how data are processed) as well as those who do the processing itself (e.g. an online document storage provider). 

Why this Notice?
It is a key requirement of GDPR that data controllers advise people in easy-to-understand language how and why they collect, use and retain information about them. 

What are “personal data”
This means any information about a living individual (the “data subject”) which allows him or her to be identified from that data. Identification can be by the information alone or together with any other information. Note that personal data may be held on a computer/ in the “cloud”, as well as in hard copy form. 

The term “Personal data” covers a number of different types of information, such as names, titles, aliases, contact details (e.g. telephone numbers, home addresses, e-mail addresses) and photographs. Depending on whether they have been provided to us, it will also cover information such as gender, age, date of birth, marital status, nationality, education/work histories, academic/professional qualifications, hobbies, family composition and dependants. If you make donations or pay for activities such as use of a church hall, it will also include bank account numbers, payment/transaction identifiers, policy numbers, claim numbers, and so on. 

There is a further category of “special category data” which is explained later on in this Notice.

Who are we?
At St Giles’ there are two data controllers, each of whom is a separate legal person and whose contact details can be found at the bottom of this Notice. They are: 

· the Parochial Church Council (PCC) which is a registered charity, number 1130247.
· the “incumbent”, who is our Rector, the Reverend Christine Britton. 

The terms “we”, “us” and “our” in this Notice refer to the PCC and/or the incumbent, as the context requires. 

How do we process your personal data?
The data controllers are required by law to keep personal data up-to-date, to store and destroy it securely, not to collect or retain excessive amounts of data, to keep personal data secure, to protect personal data from loss, misuse, unauthorised access and disclosure and to ensure that appropriate technical measures are in place to protect personal data.

We may use your personal data for some or all of the following purposes (these are known under GDPR as our “legitimate interests”):

· to maintain legal documents such as the Electoral Roll, Baptism and Marriage Registers;
· to carry out safeguarding procedures with the aim of ensuring that all children and adults-at-risk are provided with safe environments;
· to minister to you and provide you with pastoral and spiritual care (such as visiting you when you are gravely ill or bereaved) and to organise and perform ecclesiastical services for you, such as baptisms, confirmations, weddings and funerals;
· to deliver St Giles’ and the wider Church’s mission to our community;
· to administer the parish, deanery, archdeaconry and diocesan membership records;
· to fundraise and promote the interests of St Giles’, the wider Church and charity;
· to maintain our own internal accounts and records;
· to process a donation that you have made (including Gift Aid information);
· to seek your views;
· to notify you of changes to our services, events and role holders;
· to send you communications which you have requested and/or which may be of interest to you based on the preferences you have indicated. 
· to process a grant or application for a role;
· to enable us to provide a voluntary service for the benefit of the public in a particular geographical area; and
· our processing also includes the use of CCTV systems for the prevention and prosecution of crime.




What is the lawful basis for processing your personal data?
We can legally process personal data: 

· if we have the explicit consent of the data subject (i.e. you), so that we can keep you informed about news, events, activities and services and process your gift aid donations and keep you informed about diocesan events; 
· under the terms of an existing contract with you, e.g. hiring a church hall or if you have made an enquiry about the same;
· if we are under a legal obligation to do so, e.g. disclosing Gift Aid data to HMRC or to comply with a police investigation;
· if your life or well-being is in serious danger and you are incapable of consent yourself;
· if the processing is in the public interest. In the Church of England, this will extend to items which must be kept for archiving and/or Ecclesiastical/ Canonical law purposes e.g. the completion of marriage and baptism registers) or a bona fide public interest;
· if there is a “legitimate interest” for processing the data, i.e. we use personal data in a way you could reasonably expect. An example would be that you have enquired about a course and we use your contact details to send you information relating to it. 

The last point above is the main basis upon which churches may legally process personal data. 

Where your information is to be used other than under one of these legal bases, we will first obtain your consent to that use. It is a key feature of GDPR that consent must be “freely given, specific, informed and unambiguous”, which means that 
St Giles’ will no longer be able to rely on things such as pre-ticked boxes and “blanket” consents. Data subjects also need to be able to revoke their consent easily. Although consent does not necessarily have to be written, we will wherever possible aim to obtain it in writing. 

Special category data
These are data which are particularly sensitive in nature. Much of the data we process are likely to constitute sensitive personal data because, as a church, the fact that we process your data at all may be suggestive of your religious beliefs. In addition, we are likely to have to collect other types of sensitive personal data, e.g. for children attending organised activities. 

Under GDPR, as a church we may process special category data under the “legitimate interests” basis (see above), although this depends on our having put all appropriate safeguards in place. In addition, we are not permitted to share special category data with a third party without your consent, save in exceptional circumstances. 

Note that there are separate safeguards for personal data relating to criminal convictions and offences, or related security measures.

How long do we keep your personal data?
 We will keep some records permanently if we are legally required to do so. We may keep some other records for an extended period of time. For example, it is current best practice to keep financial records for a minimum period of seven years to support HMRC audits. In general, we will endeavour to keep data only for as long as we need it. This means that we may delete it when it is no longer needed.

Your rights and your personal data
Unless subject to an exemption, you have the following rights in respect of your personal data: 

· The right to request a copy of your personal data which St Giles’ holds about you; 
· The right to request that the St Giles’ corrects any personal data if it is found to be inaccurate or out of date; 
· The right to request your personal data is erased where it is no longer necessary for St Giles’ to retain it (e.g. for audit purposes) (known as “the right to be forgotten”); 
· The right to withdraw your consent to the processing of your personal data at any time; 
· The right to request that the data controller provide the data subject with his/her personal data and where possible, to transmit that data directly to another data controller, (known as the right to data portability) (where applicable); 
· The right, where there is a dispute in relation to the accuracy or processing of your personal data, to request that a restriction is placed on further processing; 
· The right to object to the processing of personal data (where applicable) 
· The right to lodge a complaint with the Information Commissioner’s Office.

Transfer of Data Abroad
Any electronic personal data transferred to countries or territories outside the EU will only be placed on systems complying with measures giving equivalent protection of personal rights either through international agreements or contracts approved by the European Union. Our website (http://www.stgileschurch.co.uk) and that of the Ickenham churches combined newsletter (http://www.ickenhamchurchnews.co.uk) are also accessible from overseas so on occasion some personal data (for example in a newsletter) may be accessed from overseas.

Further processing
If we wish to use your personal data for a new purpose, not covered by this Notice, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions. Where and whenever necessary, we will seek your prior consent to the new processing.



Updates to this Notice
We may from time to time update this Notice due to changes in the law and/or current best practice. Where practicable, we will provide paper copies. In any event, however, we will endeavour to communicate the fact of any update to you. The most recent version can always be found on our website at http://www.stgileschurch.co.uk/about-us/church-admin/. 

Contact Details
Please contact us if you have any questions about this Privacy Notice or the information we hold about you or to exercise all relevant rights, queries or complaints at:
 
· St Giles’ office: by e-mail to office@stgileschurch.co.uk; phone 01895 622971 (09h30 – 12h30 Monday – Friday); post: Corner of Swakeleys Road and High Road, Ickenham, Middlesex UB10 8BG; or
· The incumbent, the Reverend Christine Britton: by e-mail to rector@stgileschurch.co.uk; phone 01895 622970; post: The Rectory, 
38 Swakeleys Road, Ickenham, Middlesex UB10 8BE; or 
· the PCC Secretary, c/o St Giles’ office as above.

You can contact the Information Commissioner’s Office on 0303 123 1113 or via e-mail https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.Appe
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